Vernash

Encryption (Step By Step)

"
2, Vernash v0.3 [
Vemash
Password '| Crypt |
@ passphrase 5
Tet Clear | | Deci,p. |
® | orem ipsum dolor sit amet, consectetur adipisici elit, sed eiusmod tempor incidunt ut labore et dolore -
magna aliqua.
File:
Open File To Text | | Crypt a File To anather File | | DeCnpt a File To another File

Generate an Hash
Texd Length

32 z Generate

Output

UUYE:C-0RIGE3YADYWE@XE 7R, PA46T/7TEAT1 SV2BACYNIHAU4TW@XT?

> 7B<@30AETR:MVHIBWFWAXESH?EE @ @=-F-4000R<0A8572LF 7. 338U @V VY AE = 0M ABKZC?
A0, 37CA5A1=0E=,60BUSFOAERSH 66E-BIOW AR I @ 1P BYBRIAE-BVYT

TUEEYRWTE31 8:61CKY LEFGS0-B8<27ATHI =8 =8=C-EC165 @CCC@0EXASRE TR TRET6FF?7?
1@385E@0AV G 0VEY 2A-30=TCF - 20=40-YVK7A-D7COXG D TDI?:0<8PW>==EC:0=XBD0?)7?
BUTBAE:P=RZ779:2889 A1B.5:1AAS2:DWE?

NG 504, 0J@V-07EWCA:= CWE2ES67 1 @0F TEXCETHGAE 5 VCYUE 1 4YTITICE25@Y52B1A7
<BFC:17XXEES@57-08FXE

Clear | | Save To File | | Copy To Text

Text Crypted in 0,03 seconds

—

vernashCrypt()

public string vernashCrypt(byte[] text, string key, bool saveToFile, string filename)

Vernash(“Lorem ipsum dolor sit amet, consectetur adipisici elit, sed eiusmod tempor incidunt ut labore et dolore magna
aliqua.”, “passphrase”) ==> “UUYE>K>OEJG@9YADYW@X@7>R;P446T77?E471SV28<5CYNOH3U41W@XT?
>7B<@35A@1R:MVHISWFWXESH?E@@@>F>40D0R<0A85?2LF?:334U@V;VYAE:>0M:A6X2C?
3D;37CQSA1>0E=;60BU5SFOAE54H:66E>B3QW@A519Y@>1>P5YB693E>V>...."



Step 1: randomExpansion(byte[] text)

S* randomExpansion

= Expand 1 byte to 2 bytes:
* 1% byte i= a2 random number from 0 to byte wvalue
* 2% i= the rest.
# Example: randomExpansion{'a') =>
= random number = random nunmber from 0 to 'a’
= randonExpansion = random number & ('a' - random nunber)
= ==» random number + 'a' - random number = 'a'
*f
byte[] randomExpansion(byte[] text)
i
byte[] expandedText = new byte[text.Length * 2]
int i1 = 0;
Random random = new Random();

foreach (byvte © in text)
i
expandedText [i++] = (byte)random.Next (0, ((int)c)):
expandedText [i+4] = (byte) (((int)ec) - expandedText[i - 2]):
}

return expandedText:;

randomExpansion(*Loerm ipsum...”) =>

E @ text {yte[117]}
— : %1% 11l :
— w3 114 - 13 ———Random Number(0,76) = 13
[ "f [3] 101\"‘;\-—-—"[11 63 —Ta _h = 63 —= 63+‘13 = ?’5 — rLr
— ¢ [ 109 ﬂ?ﬁ]-- Y
— @ [5] 32 _m : %ﬁxi
— @ [6] 05 | i S
— @ [7 112 p : ] E]] ~;:1r'
— i [8] 115 5 v
— @[5 ur — v 7 47
— @ [10] 109 m —  w [8] 63
— @ [11] 32 — @ [3] 45
— & 17 100 [ : Efﬂ ;
— @ [17] &0




Example: randomExpansion("ABC") =>

é J/* randomExpansion

o Expand 1 byte to 2 bytes:

o 1# byte i=s a random number from 0 to byte wvalue

d 2% i=s the rest.

"

* Example: randomExpansion('a'}) =>

o random number = random number from 0 to 'a’

o randomExpansion = random number & ('a' - random number)

o ==> random number + 'a' - random number = ‘'a’
L =7
= byte[] randomExpansion (byte[] text)

i

byte[] expandedText = new byte[text.Length * 2];
int i = 0;
Random random = new Random() ;

foreach (byte c in text)

i
expandedText [i++] = (byte)random.Next (0, ((int)c));
expandedText [i++] = (byte) (((int)c) - expandedText[i - 2]):
H
=3 return expandedText;
= ¥

< | i
Espressione di controllo
| Mome |‘u"a|ore

E o text {byte[3]}

— oo 5 A

— @ [ 66 ‘B

— w [J 67 '

[ ¢ expandedText {byte[B]}

e 7 | 57+8=65

— @ [1] & |

— @[ 26 _
ol L 26+40=66

— @ M 51

— ¢ [5] 15' 21 +16 =67



Step 2: expandText(byte[] text)

/* expandlext
* expandText ("ABC™) ==> "414243"

string expandText(byte[] text)

{
string expandedText = string.Empty:

foreach [(byte c in text)
{

expandedText 4= String.Format ("{0:X" + EXPANSICH + "}", ([(int)c);:

return expandedText;

expandText() =>

i expandedText "DD3F531C611130283F2E08183C 2000704924 2E471F4E021E234118542F 30571815500310076C591019581003124F 650

5 ¢ text Dyte[0x000000zz])
— i [0x00000000] OxOd +—1] 13
— i [0x00000001] Ox3f 1 &3
— i [0x00000002] 0x53 — @ [ 83
— i [0x00000003] Oxic — @[3 28
— @ [0x00000004] Ox61 — @ 4 57
— @ [0x00000005] Ox11 — @ [d 17
— @ [0x00000008] Ox3d — @ [8] 51
— @ [0x00000007] Ox23 — @ [ 40
— i [0x00000008] Ox3f — @ [8] B3
— i [0x00000009] Ox2e — @ @] 46
— i [0x0000000a] Ox08 — @ [10] B
— & [0x0000000k1 0x18 — @ [11] 24

expandedText =

"OD3F531C61113D283F2E08183C2D0070492A2E471F4E021E23411B542F3D5718155D031D076C5910195B1D03124F65086
10461131616041C52112F40006E086B63023330621263023A3A70052D4509175B06283C42270F612C3D640F363343202346
091744211C50482140340E1E081840335D08412317094C192C3D1461175C2B421758085C1A062D472D381F4E19574D2257
1B1D0355141D51055E3534095B264F5A145E16110F571E551F0C142E3E124F382A2E4142301F46150B372E3B3907192B395
21D175556194C261C491C04006D2B363A2D640A3E231010006137352B3E3F322F4659081C12"



Step 3: scrambleText(string text, string key)

S

]

]

]

scrambleText

Shuffle=s a string.

Example:
scrambleText ("12345", "password"™); ==> "53241"
unScrambleText ("23241" "password™), ==> "12345"
scrambleText ("abocdefghilmnopgl234367", "passphra=se™); == "chand43mlopgdifébgl2Tes™

public string scrambleText (string text, string key)

{

char[] scrambled = new char[text.Length];

int[] iPos=

genkKevyPos (text.Length, kevy):;

for (int x = 0; x < text.Length; =x++4)
{
swap
gocrambbled[x] = text[iPos[x]]:

return new string(scrambled)

scrambleText("OD3F531C61113D283F2E08183C2D0070492A2E471F4E02...",
“passphrase”) =>

Before Shuffle

@ text
@ key

MD3F531C611130283F 2E08 183C 200070453 2A2E471F4E021E23411B542F 305718155003 1D
"passphrase”
After Shuffle
W text OB 1031483660 11305C 11354000 244F0 728283910 180F0 72860 3308 1F495F 1320 1E0D274E0:
i key "‘passphrase”



Step 3,5: genKeyPos(int nPos, string key)

/* genEeyPos
= Generates pseudorandom order for the string to be shuffled.
int[] genFeyPos(int nPos=s, string key)
{
int[] iPo=s = new int[nPo=]:
int newPos;
int curlW = 0;

genKeyPos(468, “passphrase”) =>

Before
W nPos 468
o key “passphrase”
L—_I_yl tu:us[n] gnt[qﬁa]}- Aﬂer
— @[ 1 W nPos 468
— ¢ [ 2 @ key “passphrase”
— @ [3] 3 [=] @ iPos {int[468]}
— ¢ [ 4 — o [0] 216
— @ [5] 5 — @ [1] 339
— @ [8] 6 — @ [ 296
— @ [ 7 — @ [3] 54
— [B] 3 i [4] 278
— [g] =] i [5] 11
— & [0l 10 — @ [E] 118
— [T 53
— @ [A] 350
— @ [ 219
—  [10] 2




Step 4: hashum(string sWord, int iTextLength)
j: ZESEQZ;a le-Length Hashe= Generator
pa;lic string hashum{string sWord, int iTextLength)

i
char[] hash = new char[iTextLength]:

if (sWord.Length <« 1)
return string.Empty;

hashum(expandText( “passphrase” ), textLen) =>

if (lastLength !'= textlLen)

i
lhashKey = hashum (exEey, textlen});
lastlength = textlen;

4 |

Espressione di controllo

Mome WYalore
@ key "passphrase”
W exkey 061737370687 2617365"
i textien 468
@ hashkey "CYFTTMNTLWMYFOCUGEET ARLTWOW JHLAMIVHIIFVDCPEMXETLW IYKHCEAVWDK Q!

Variable Length HASH =
"CYFTTNTUWNYFOCUGEETARLTWOWJIHLANIVHIIJFVDCPKMXETLWIYKHCEAVWDKQSDFKVVEUMPDYPGDIBBWXYPXXRTVVT
KHHDXPHSMKQHPYBPBIJBWCPBBXUQB...."



Step 5: char RotCharUp(int value, char IBound, char rBound)

* RotCharUp

public char RotCharUp(int walue, char l1lBound, char rBound)
{
value += (lBound#*2);
return (char) (lBound + ((value - lBound) % (rBound - 1lBound)));

Final: Rotating chars
Now we have a pseudorandom, expanded and shuffled text and an Hash of the
same length (468 bytes): we can rotate them!

Example:
1. Rotate UP('A' + X' in the range A-Z) => 'S’
2. Rotate DOWN('S' - 'X' in the range A-Z) => we should get: 'A’

vernash v = new vernashi):
char rotlUp = v.RotCharUp('4" + "X', '"A', "2'"):
char rotDown = v.RotCharDown(rotUp - "X', "A"', "Z'):

sressiane di controllo

lome Valore
J rotlp a3's
J rotDown A5 A

We get: 'A'! Everything works!!!
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